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DETAILED ACTION 



1. 



Claims 1-24 have been examined. 



Claim Rejections - 35 USC §101 



2. 



35 U.S.C. 101 reads as follows: 



Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 



requirements of this title. 

Claims 1-24 rejected under 35 U.S.C. 101 because the claimed invention is directed to non- 
statutory subject matter. 

Regarding independent claims 1, 7, 12, 15 and 20, the claimed invention as a whole must 
accomplish a practical application and must produce a useful, concrete, and tangible result. See 
MPEP 2106. In this instance, the claimed invention merely recites a method of "performing 
Montgomery multiplication" and the claimed limitations seem to be directed to an abstract idea 
without limitation to a practical application because the claim merely recites process of 
mathematical formula without producing tangible result. 



3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 



Claim Rejections - 35 USC § 102 
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4. Claims 1-5, 7-10, 12, 15-21 and 23 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Posch et al. "RNS-Modulo Reduction Upon a Restricted Base Value Set and its 
Applicability to RSA Cryptography" (hereinafter Posch). 

5. As per claim 1, Posch discloses a computer system comprising: a memory and a 
processor that supports SIMD instructions, the processor being configured to perform 
Montgomery multiplication using SIMD instructions (Posch: page 638: left column lines 1 1-25: 
SIMD instruction to perform Montgomery multiplication: (a b mod n) in parallel fashion). 

6. As per claim 2, Posch discloses the system of claim 1. Posch further discloses wherein 
the processor is executing a cryptographic function and the Montgomery multiplication is used to 
computer exponentiations in the cryptographic function (Posch: page 638: left column lines 11- 
25: SIMD instruction to perform exponentiation: a b mod n). 

7. As per claim 3, Posch discloses the system of claim 1 . Posch further discloses wherein 
the processor maintains two arrays to hold intermediate computations from the Montgomery 
multiplication, and the SIMD instructions are used to simultaneously update the two arrays 
(Posch: page 640 right column lines 7-14: inherent parallelism in processing the sets RNS1 and 
RNS2). 

8. As per claim 4, Posch discloses the system of claim 1. Posch further discloses wherein 
the Montgomery multiplication involves a first multiplication of an input array and a second 
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multiplication of a modulus array, and the SIMD instructions are used to perform simultaneously 
the first and second multiplications (Posch: page 641 left column figure 1 : Mongtomery 
reduction in two multiplications). 

9. As per claim 5, Posch discloses the system of claim 1 . Posch further discloses wherein 
the Montgomery multiplication has a loop of instructions, and each iteration of the loop involves, 
excepting copy operations, using no more than eight SIMD instructions (Posch: page 641 left 
column figure 1 : left than eight instructions are performed). 

10. As per claim 7, Posch discloses a processing system comprising: a processor having a set 
of registers, the processor being configured to support SIMD instructions; and a set of SIMD 
instructions, executable by the processor, to perform Montgomery multiplication: montmul(A, 
B)=rem((AB-qN)/R, N), where q=rem(AB N\ R). where A and B are integers, q is a quotient, N 
is a modulus, R is an integer that is coprime to modulus N, and N f is an integer such that N 
N'.ident.l (mod R) (Posch: page 638 left column: lines 1 1-25: SIMD instruction to perform 
Montgomery multiplication; page 639 right column: Montgomery's algorithm). 

11. As per claim 8, Posch discloses a processing system of claim 7. Posch further discloses 
wherein the SIMD instructions comprise a single SIMD instruction that simultaneously performs 
part of the multiplications AB and qN (Posch: page 641 left column: figure 1). 
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12. As per claim 9, Posch discloses a processing system of claim 7. Posch further discloses 
wherein the integer B and the modulus N are implemented as arrays, and at least one SIMD 
instruction is used to update a first array T.sub.l with multiples of B for computing AB and to 
update a second array T.sub.2 with multiples of N for computing qN (Posch: page 641 left 
column figure 1 : parallel processing of Montgomery reduction). 

13. As per claim 10, Posch discloses a processing system of claim 9. Posch further discloses 
wherein a single SIMD instruction is used to update the first array Tl and the second array T2 
simultaneously (Posch: page 641 left column figure 1). 

14. As per claim 12, Posch discloses a computer readable medium comprising computer- 
executable SIMD instructions that, when executed, direct a processor to perform Montgomery 
multiplication (Posch: page 638 left column lines 1 1-25: SIMD computes Mongtomery 
multiplication). 

15. As per claim 1 5, Posch discloses a method for computing Montgomery multiplication: 
montmul(A, B)=rem((AB-qN)/R, N), where q=rem(AB N', R). where A and B are integers, q is a 
quotient, N is a modulus, R is an integer that is coprime to modulus N, and N' is an integer such 
that N N'.ident.l (mod R) (Posch: page 639 right column: montgomery reduction; page 640 left 
column (7): z = abP" 1 mod D), the method comprising: iteratively performing, for each digit of 
integer A from right to left: with array T.sub.l being updated by a product of input B times the 
digit of integer A, determining what multiple of modulus N allows the updated arrays T2, T2 to 
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end with the same digit; multiplying the input B by the digit of integer A and multiplying the 
modulus N by the determined multiple; and updating the arrays Tl, T2 (Posch: page 640 left 
column top portion: two RNS sets are necessary; page 641: left column figure 1 : parallel 
processing of the algorithm). 

16. As per claim 16, Posch discloses the method of claim 15. Posch further discloses wherein 
the performing comprises using SIMD instructions (Posch: page 638 left column lines 11-15: 
SIMD). 

17. As per claim 17, Posch discloses the method of claim 15. Posch further discloses wherein 
the multiplying is performed by a single SIMD instruction (Posch: page 641 left column: figure 

18. As per claim 18, Posch discloses the method of claim 15. Posch further discloses 
initializing the arrays T.sub.l, T.sub.2 and the modulus N prior to said performing.(Posch: page 
641 left column figure 1 : two arrays are ready for parallel processing). 

19. As per claim 19, Posch discloses the method of claim 15. Posch further discloses one or 
more computer readable media storing computer executable instructions that, when executed, 
perform the method as recited in claim 15 (Posch: page 638 left column: SIMD instructions). 
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20. As per claim 20, Posch discloses a method comprising: initializing a set of registers with 
values used in performing Montgomery multiplication (Posch: page 638 left column lines 1 1-25: 
utilize SIMD for Montgomery reduction); and computing the Montgomery multiplication with 
SIMD instructions on the values stored in the registers (Posch: page 641 : left column). 

21. As per claim 2 1 , Posch discloses the method of claim 20. Posch further discloses wherein 
the computing comprises using the Montgomery multiplication to compute exponentiations in a 
cryptographic function (Posch: page 638 left column lines 11-15: modular exponentiation). 

22. As per claim 23, Posch discloses the method of claim 20. Posch further discloses wherein 
the Montgomery multiplication has a loop of instructions, and each iteration of the loop is 
performed using not more than nine SIMD instructions (Posch: page 641 left column figure 1 : 
less than 9 instructions). 

Claim Rejections - 35 USC § 103 

23. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

24. Claims 14 and 22 are rejected under 35 U.S.C. 103(a) as being unpatentable over Posch. 
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25. As per claim 14, Posch discloses the medium of claim 12. Posch further discloses that the 
instructions are executed on a SIMD machine (Posch: page 638 left column lines 1 1-15). The 
examiner interprets that the SIMD machine is capable of executing SSE2 instructions because 
SSE2, Streaming "Single Instruction Multiple Data" Extensions 2, is one of the IA-32 SIMD 
instruction sets. SSE2 was first introduced by Intel with the initial version of the Pentium 4 in 
2001 . Therefore, it would have been obvious to one having ordinary skill in the art to utilize the 
SSE2 instruction set in executing mathematical instructions. 

26. As per claim 22, Posch discloses the method of claim 20. Posch further discloses that the 
instructions are executed on a SIMD machine (Posch: page 638 left column lines 11-15). The 
examiner interprets that the SIMD machine is capable of executing SSE2 instructions because 
SSE2, Streaming "Single Instruction Multiple Data" Extensions 2, is one of the IA-32 SIMD 
instruction sets. SSE2 was first introduced by Intel with the initial version of the Pentium 4 in 
2001 . Therefore, it would have been obvious to one having ordinary skill in the art to utilize the 
SSE2 instruction set in executing mathematical instructions. 

A llo wable Subject Matter 

27. Claims 6, 11, 13 and 24 are objected to as being dependent upon a rejected base claim, 
but would be allowable if rewritten in independent form including all of the limitations of the 
base claim and any intervening claims and if written to overcome the rejection(s) under 35 
U.S.C. 101, set forth in this Office action. 
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28. The following is a statement of reasons for the indication of allowable subject matter: 

As per claim 6 and 24, the closest prior art of record (Posch) discloses utilizing SIMD for 
performing execution of Montgomery multiplication. However, Posch does not explicitly 
disclose SIMD instructions comprise two load instructions, one multiply instruction, two add 
instructions, one copy instruction, one bitwise AND instruction, one store instruction, and one 
shift instruction. 

As per claim 1 1 , Posch fails to disclose a first register holds elements of the B and N 
arrays; a second register holds an element of the first array Tl and an element of the second array 
T2; and a third register is used to hold results of the first array Tl being updated with a multiple 
of B and the second array T2 being updated with multiples of N. As 

As per claim 13, Posch fails to disclose a first SIMD instruction to load elements of 
arrays B and N into a first register; a second SIMD instruction to load elements of arrays Tl and 
T2 into a second register; a third SIMD instruction to multiply an element in the array B by a 
first multiple and an element in the array N by a second multiple; fourth and fifth SIMD 
instructions to add results of the third SIMD instruction to the array elements loaded by the 
second SIMD instruction and to any carries saved from a previous iteration; sixth and seventh 
SIMD instructions to separate each output of the fifth SIMD instruction into two reduced size 
results, one that fits into the arrays Tl and T2 and another that represents a carry for a next 
iteration; and an eighth SIMD instruction to update an element of array Tl and an element of 
array T2, in memory. 
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Conclusion 

29. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

Ikeda et al. U.S. Pub. No. 20040015532 discloses modular exponentiation method using 
pipeline processes. 

Shimbo et al. U.S. Pub. No. 20020126838 discloses modular exponentiation calculation 
utsing RNS representation. 

Monier U.S. Pat. No, 5745398 discloses method of modular multiplication according to 
the montgomery method. 

Smith U.S. Pat. No. 6202077 discloses SIMD instruction for computing modular 
exponentiation in extended precision. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shin-Hon Chen whose telephone number is (571) 272-3789. The 
examiner can normally be reached on Monday through Friday 8:30am to 5:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Shin-Hon Chen 
Examiner 
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